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= Who we are

G.F.C. Generation for Change CY (“GFC”, “we”, “us”, or “our”) is an independent, non-profit,
migrant-led organization based in Nicosia, Cyprus, registered under number HE429089. We
respect your privacy and are committed to protecting your personal data.

This Privacy Notice explains what personal data we collect about you, how and why we use it,
who we share it with, how long we keep it, and your rights. It applies to the people we work with
and for, including those who take part in our programs, activities, and events; those who receive
our support; those who subscribe to our newsletter; and those who visit our website or contact us.

GFC is the “controller” of your personal data, which means we are responsible for deciding how
it is held and used. If you have any questions about this notice or about how we handle your data,
or if you wish to exercise any of your rights, you can contact us using the details in the “How to
contact us” section at the end.

= The personal data we collect

Depending on how you interact with us, we may collect and use the following kinds of personal
data about you:

» Identity and contact details, such as your name, date of birth, gender, nationality, email
address, phone number, and, where relevant, an identity or document number.

* Information about your participation, such as the programs, activities, or events you
take part in, and information you provide when you register or take part.

* Photographs, video, and audio, where these are taken at our activities and events, and
where you have given your consent.

* Sensitive information, in some cases and only where necessary, such as information about
your health, your background, or your situation (for example, in connection with support
services or certain projects). We handle this kind of information with particular care.

« Communication and preferences, such as your contact preferences and the messages you
exchange with us.

*  Website information, such as basic technical information collected when you visit our
website, for example through cookies. Please see our cookie information for more detail.

= How we collect your data

We collect personal data directly from you, for example, when you register for a program, activity,
or event; when you subscribe to our newsletter; when you receive support from us; when you take
part in research or an interview; or when you contact us. We may also collect some information
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automatically when you use our website, and, in limited cases, we may receive information about
you from a partner or another organization where you have agreed to this or where it is necessary
and lawful.

= How and why we use your data

We only use your personal data where the law allows us to. In most cases, we use your data because
you have given us your consent, for example when you register for an activity, subscribe to our
newsletter, or agree to us taking and using your photograph. You can withdraw your consent at
any time.

In some cases, we use your data for other lawful reasons: because it is necessary for our legitimate
activities as a non-profit organization (such as running our programs, communicating with you,
keeping records, and distributing aid and support fairly and accountably); because we have a legal
obligation (for example in relation to funding, audit, tax, or safeguarding); because it is necessary
to carry out an agreement with you; or, in rare and urgent situations, to protect someone's life or
safety.

We use your personal data to: register you and manage your participation in our programs,
activities, and events; provide you with support and services; communicate with you and send you
our newsletter or updates where you have asked to receive them; document and promote our work,
with your consent, including through photographs and stories; carry out research and evaluation
to improve our work and inform our advocacy; meet our reporting obligations to funders and
authorities; and run and protect our organization and website.

= Sensitive information and people in vulnerable situations

Because of the nature of our work, we sometimes handle sensitive information and work with
people who may be in vulnerable situations, including refugees, asylum seekers, migrants, and
children. We treat this information with great care. We collect sensitive information only when
genuinely necessary, keep it secure, and share it only with those who need it. We are especially
careful never to share information in a way that could put you at risk. Information you share with
us is not shared with the government, the authorities, or anyone else who could place you at risk,
except where we are legally required to do so or where it is necessary to protect someone's safety.

m Children's data

We work with children through some of our programs and activities. Where we collect personal
data about a child under 18, we do so with the written, informed consent of a parent or legal
guardian, and we handle it in line with our Child Protection Policy. We take particular care with
children's images and information, and we do not publish anything that could place a child at risk.
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= Who we share your data with

We do not sell your personal data. We share it only where there is a lawful reason and a genuine
need, including:

» with the funders and programs that support our work, where a project genuinely requires it
and where you have been informed;

« with partner organizations, where necessary to deliver a joint activity and with appropriate
safeguards in place;

» with the service providers we use to run our work (for example, secure digital tools for
email, storage, forms, communication, and design), who process data on our behalf and
under our instructions;

» with professional advisers, such as our auditors or accountants; and

+ with authorities, where we are legally required to do so, or where it is necessary to protect
someone's safety.

= Where your data is stored and international transfers

We use reputable digital service providers to store and process personal data. Some of these
providers, including major technology companies, are based outside the European Economic Area
(EEA), which means your data may be transferred outside the EEA. Where this happens, we take
steps to ensure that your data continues to receive an appropriate level of protection, for example
by relying on an adequacy decision by the European Commission or on standard contractual
clauses approved for this purpose.

= How we keep your data secure

We take appropriate measures to keep your personal data secure and to protect it against loss,
misuse, and unauthorized access. We limit access to your data to those who genuinely need it; we
use secure systems, and we take particular care with sensitive information. We also have
procedures in place to deal with any suspected personal data breach and will notify you and the
relevant authority where we are legally required to do so.

= How long we keep your data

We keep your personal data only for as long as we need it for the purposes described in this notice.
As a general rule, we keep personal data for up to five years of inactivity, after which we securely
delete or anonymize it. In some cases we may keep certain data for longer where we are required
to do so, for example by the rules of a specific funder, or by a legal, audit, or tax obligation.
Records relating to child safeguarding are kept for longer, in line with our safeguarding policies.
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= Your rights

Under data protection law, you have several rights over your personal data. You have the right to:

* be informed about how we use your data (which is the purpose of this notice);

» ask for access to the personal data we hold about you;

* ask us to correct data that is inaccurate or incomplete;

* ask us to delete your data in certain circumstances;

* object to, or ask us to restrict, our use of your data in certain circumstances;

» ask us to transfer your data to you or another organization in certain circumstances; and
* withdraw your consent at any time where we rely on your consent.

To exercise any of these rights, please contact us using the details below. We will respond to your
request without undue delay, and in any event within one month. You will not usually have to pay
a fee. You also have the right to complain to the supervisory authority (see “Complaints” below).

= Withdrawing your consent

Where we use your personal data based on your consent, you can withdraw that consent at any
time by contacting us. Withdrawing your consent is as easy as giving it. If you subscribe to our
newsletter, every newsletter we send also includes an unsubscribe link, so you can stop receiving
our emails at any time. If you withdraw your consent, we will stop using your data for that purpose.
This will not affect any use of your data that took place before you withdrew your consent, and we
may continue to process your data where we have another lawful reason to do so.

= Complaints

If you have a concern about how we have handled your personal data, we would appreciate the
chance to address it first, so please get in touch with us. You also have the right to lodge a
complaint at any time with the Cyprus supervisory authority for data protection:

Office of the Commissioner for Personal Data Protection
1 Tasonos Street, 1082 Nicosia (P.O. Box 23378, CY-1682 Nicosia), Cyprus
Telephone: +357 22 818 456  Email: commissioner(@dataprotection.gov.cy

Website: www.dataprotection.gov.cy

If you have a concern about how GFC has treated you, for example, the conduct of a member of
our team, you can also submit a report through our complaints form at
https://generationforchangecy.org/complaints/.
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m Cookies

Our website uses cookies, which are small text files stored on your device when you visit a website.
Cookies help our website to function properly, remember your preferences, and understand how
the website is used so that we can improve it. The information collected through these cookies
does not usually identify you personally.

You can control or turn off cookies through your browser settings, and you can set your browser
to refuse all or some cookies or to alert you when a website sets them. Please note that if you
disable or refuse cookies, some parts of our website may not function properly. For more
information about the cookies we use, please see the cookie information provided on our website.

= Changes to this notice

We review this Privacy Notice and may update it from time to time. The date at the top of this
notice shows when we last updated it. Where we make significant changes, we will take reasonable
steps to make these known.

= How to contact us

If you have any questions about this Privacy Notice, or if you wish to exercise any of your rights,
please get in touch with us:

G.F.C. Generation for Change CY

Konstantinou Palaiologou 48, 1015 Nicosia, Cyprus

Telephone: +357 22 100 794  Email: info(@generationforchangecy.org

Website: www.generationforchangecy.org
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